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The Threat Detection & Response Director will be an integral leader within the Novartis Cyber
Security Operations Center (CSOC). The CSOC is an advanced global team passionate about the
active defense against the most sophisticated cyber threats and attacks. The Threat Detection &
Response Director will assist the Global Head of CSOC to provide leadership and oversight over
integral operational services including continuous security monitoring, triage, and incident response.

The Threat Detection & Response Director will contribute to the implementation of the overall
Novartis information security strategy related to cyber security defense and operations. They will
manage associated programs, develop and implement required processes, procedures and tools.
They will actively encourage a positive culture and cohesiveness within the CSOC, while reporting
gualified information about actual cyber threats to the senior management and stakeholders. In this
role they will enable informed and consistent risk decisions and establish sustainable security
capabilities to support business strategies in an efficient and effective way.



About the Role

MAJOR ACCOUNTABILITIES

In addition to accountabilities listed above in Job Purpose:

® Technical Team Leader

o Supervise and manage a team of diverse skillsets and personalities

o Evaluate and review performance; provide coaching and mentoring; develop and track
career improvement goals

o |nstill and maintain cohesiveness and positive working culture

o Accountable for regional delivery around incident detection and response activities

Talent & Growth

° Manage and mentor junior and senior associates and team leaders.

° Plan and implement technical and nontechnical development strategies for continuous
development of CSOC analysts and leaders.

Security Monitoring and Triage

° Monitor in real time security controls and consoles from across the Novartis IT
ecosystem

o Communicate with technical and non-technical end users who report suspicious
activity

Tooling & Capabilities

o Ensure security detection, protection, response, and recovery standards, processes
and procedures are up-to-date, maintained and followed.

° Responsible for recommending, configuring, operating, maintaining and enhancing
relevant security systems and tools globally, based on contextual information and
current threat landscape.

* Forensics and Incident Response
° Serve as escalation point for conducting investigations into security incidents involving
advanced and sophisticated threat actors and TTPs
o Perform forensic collection and analysis of electronic assets and devices, scripts and
malicious software, and log sources from a variety of systems and applications
°o Manage incident response activities including scoping, communication, reporting, and
long term remediation planning
° Respond to major incidents as part of larger major incident response team
* Performance & KPIs

o Establish key security performance indicators that ensure proper service delivery and
continuous CSOC service improvements.

o Define metrics, gather and regularly report to CISO, ITLT and identified stakeholders
on risks and cyber security threats, as well as state, maturity and value derived from
the CSOC services.

o Perform analyses against large data sets to identify potential deficiencies in
information security.

Day to day:

o Perform host based analysis, artifact analysis, network packet analysis, and malware
analysis in support of security investigations and incident response

o Coordinate monitoring, hunting, investigation, containment, and other response
activities with business stakeholders and groups

o Develop and maintain effective documentation; including monitoring, hunting, and



response playbooks, processes, and other supporting operational material

o Perform quality assurance review of analyst investigations and work product; develop
feedback and development reports

o Provide mentoring of associates and managers and serve as point of escalation for
higher severity incidents

o Develop incident analysis and findings reports for management, including gap
identification and recommendations for improvement

o Recommend or develop new detection logic and tune existing sensors / security
controls

o Work with security solutions owners to assess existing security solutions array ability
to detect / mitigate the abovementioned TTPs

o Creating custom SIEM queries and dashboards to support the monitoring and
detection of advanced TTPs against Novartis network

o Participate in weekend/after hour on-call rotation to triage and/or respond to major
incidents

Why Novartis: Helping people with disease and their families takes more than innovative science. It
takes a community of smart, passionate people like you. Collaborating, supporting and inspiring each
other. Combining to achieve breakthroughs that change patients” lives. Ready to create a brighter

future together? https://www.novartis.com/about/strategy/people-and-culture

Join our Novartis Network: Not the right Novartis role for you? Sign up to our talent community to stay
connected and learn about suitable career opportunities as soon as they come up:

https://talentnetwork.novartis.com/network

Benefits and Rewards: Read our handbook to learn about all the ways we ” Il help you thrive personally
and professionally: https://www.novartis.com/careers/benefits-rewards
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Company / Legal Entity
MYO01 (FCRS = MY001) Novartis Corporation (Malaysia) Sdn. Bhd. (19710100054)

Functional Area
Technology Transformation

Job Type
Full time

Employment Type
Regular
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